Windows 10 X64 Remote Desktop Configuration

Remote User setting:

1. Click Remote settings.

E Systemn

4 E& 5 Control Panel » System and Security » System

Control Panel Home . .. .
View basic information about your computer

& Device Manager Windows edition

) Remote settings Windows 10 Enterprise

© 2017 Microsoft Corporation. All rights reserved.

) System protection
G Advanced system settings

- ] x

v O Search Control Panel pel

2@ Windows10

Computer name, domain, and workgroup settings

Computer name: DESKTOP-COF3K42
Full computer name: DESKTOP-COF3K48
Computer description:

Workgroup: WORKGROUP

Windows activation

Product ID: 00329-00000-00003-AAT743
Seealso

Security and Maintenance

System
Processor: Intel(R) Core(TM) i5-2450M CPU @ 2.30GHz 250 GHz
Installed memoery (RAM):  6.00 GB
ISystem type: 64-bit Operating System, x64-based processor I
Pen and Touch: No Pen or Touch Input is available for this Display

Windows is not activated. Read the Microsoft Software License Terms

Gchanga settings

G Activate Windows

2. Check “Allow Remote Assistance......” and “Allow remote connections to ...”

Then click “Select Users...”
2-1. Click “Add”.

Systemn Properties

Computer Name  Hardware  Advanced  System Protection Remote

Remote Assistance

Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?

Advanced...

Remote Desktop
Choose an option, and then specify who can connect.

(O Don't allow remete connections to this computer

(®) Allow remote connections to this computer

[J#liow connections only from computers running Hemate
Deskiop with Network Level Authentication frecommended)

Remote Desktop Users ? >

The users listed below can connect to this computer, and any members of
the Administrators group can connect even if they are not listed.

71 s
mz mjeﬂso huang
3 w0

w10 already has access.

To create new user accounts or add users to other groups, go to Control
Panel and open User Accounts.

QK Cancel

Help me choose Select Users...

Concel | | omy




3. Click “Advanced...”
3-1. Click “Find Now”.

Select Users

Select this object type:

*

| | Obiect Types... |
Select Users X From this location:
DESKTOP-COF3K48 i
Select this object type: | || Locaiors... |
|Users or Buittin security principals | | Object Types... | Comman Queries
From this location: Mame Starts with Columns
- —
DESKTOP-COF3K43 Locations...
| | | = | Description: | Starts with ~
Enter the object names to select (zxamples):
= J Disabled accounts Stop
Check Mames N -
lon expiring password
Daps since last logan: ~ 9}’“
K] [ G
Search results: s oncel
Name In Folder
H H “ ”
4. Select the user are going to be remote then click “OK
. «“ ” .
4-1. Click “OK” again.
Select Users X
Select this object type
|User5 or Builtin security principals | ‘ Object Types... |
From this location: Select Users X
[DESKTOPCOF3Ka8 | | Locations... |
= Select this object type:
Common Gueries |U5er5 or Builtin security principals | | Object Types... |
Hame: Starts with From this location:
[DESKTOP-COF3K4 || Locations... |
Description: | Stars with -

Disabled accounts

Mon expirng password

Enterthe object names to select (xamples):

DESKTOP-COF3K48'1; DESKTOP-COF3K48"2;
DESKTOP-COF3K48"3; DESKTOP-COF3KA48"4;

Q DESKTOP-COF3K48\5
/g:‘

Check Names

ok || Cancel |

Dayz since last logon: -
Search results:
SEELI InEolde:
S
2
2
()

2 ALL APPLICA. ..
B2 ANONYMOU...
H2 Atherticated...
%Mhemicaﬁo .




5. Click “OK” to make user to be authorize remote user in this system .

Remaote Desktop Users ? >

The users listed below can connect to this computer, and any members of

the Administrators group can connect even i they are not listed.
Q En;jetso huang

#wio

w10 already has access.
Add... Bemove

To create new user accounts or add users to other groups, go to Control
Panel and open User Accounts.

6. Click “OK” to finish the remote user settings

System Properties >

Computer Name Hardware Advanced  System Protection Remote

Remote Assistance

Allow Bemote Assistance connections to this computer

What happens when | enable Remote Assistance?

Advanced...

Remote Desktop

Choose an option, and then specify who can connect.
(") Don't allow remate connections to this computer
(®) Allow remote connections to this computer

] Allow connections only from computers running Remote
Desktop with Network Level Authertication {recommended)

Help me choose

I QK I Cancel Apply




Firewall Setting

1. Click “Turn Windows Firewall on or off”.

ﬂ Windows Firewall

Control Panel Home

Allow an app or feature
through Windows Firewall

Change notification settings

& = v 4 @ » ControlPanel » Systern and Security » Windows Firewall ~| O

] o)

Turn Windows Firewall on or
off

Restore defaults
& Advanced settings
Troubleshoot my network

See also
Security and Maintenance

MNetwork and Sharing Center

Search Control Panel

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the
Internet or a network.

Update your Firewall settings

Windows Firewall is not using the recommended

. QUse recommended settings
settings to protect your computer.

What are the recommended settings?

l g Private networks

. e Guest or public networks

Metworks in public places such as airports or coffee shops

Not connected )

Connected (-

Windows Firewall state: Off
Incoming connections: Block all connections to apps that are not on the list
of allowed apps

Active public networks: Mone

Motification state: Motify me when Windows Firewall blocks a new app

2. Click “Turn off windows Firewall” then click “OK”

@ Customize Settings

« v P 0 » Control Panel » System and Security » Windows Firewzall » Customize Settings v O

Search Control Panel

Customize settings for each type of network
ou can modify the firewall settings for each type of network that you use.
Private network settings
° (O Tumn on Windows Firewall
Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Firewall blocks a new app

I ? (® Tum off Windows Firewall (not recommended) I

Public network settings
v () Turn on Windows Firewall
Bleck all incoming connections, including those in the list of allowed apps

Matify me when Windows Firewall blocks a new app

g (®) Turn off Windows Firewall (net recommended)

Cancel




Group Policy Setting

1. Launch “Run” and type “gpedit.msc” then click “OK”.

= Run

—]

Open

Type the name of a program, folder, document, or Internet
rescurce, and Windows will open it for you.




2. Computer Configuration=» Windows Components=»Remote Desktop Services.

I=[ Local Group Policy Editor
Eile Action View Help

| aFE = HE

=

— O X

=[ Local Computer Policy
v & Computer Configuration
> || Software Settings
| Windows Settings
== it a—
w | Administrative Templates

> || Control Panel
» [ Metwork
| Printers
] Server
| Start Menu and Taskbar
- SN - “
I v || Windows Comﬁnenﬁs I
| ActiveX Installer Service
7| Add features to Windows 1

i
E
| App Package Deployment
| App Privacy
| App runtime
| Application Compatibility
| AutoPlay Policies
| Biometrics
| BitLocker Drive Encryption
| Camera

Remote Desktop Services

Description:

Controls configuration of Remote
Desktop Services technologies that
enable access to a server running
Windows-based programs or the full
Windows desktop

-

[ Search

| Security Center

| Shutdown Options

| Smart Card

;I Software Protection Platform
" Sound Recorder

=l Speech

[ store

[ Syne your settings

| Tablet PC

| Task Scheduler

Windows Calendar

] Windows Color System
| Windows Custemer Experience Improvemer

| Windows Defender Antivirus

= Whimdmsee Nefender Annlicatinn Goared
< >

Extended ){Stand-ardf




3. Computer Configuration=» Windows Components=»Remote Desktop Services=»Remote

Desktop Connection Client=» RemoteFX USB Device Redirection=>» Enable and set policy “Allow
RDP redirection of other supported RemoteFX USB device from this computer for “Admin and

Users.

Local Group Policy Editor — [ X
File Action View Help
= a5k T
» || Microsoft User Experience Virtualization ~ : Mﬁﬁ
| NetMeeting [ ; i g e : e
] OneDrive Select an item to view its description. ing aie
i Online Assistance Allow RDP redirection of other supported RemoteFX USE devices from this co... Enabled I
| Portable Operating System
| Presentation Settings
|| Remote Desktop Services
.| RD Licensing
~ || Remote Desktop Connection Client
| RemoteFX USB Device Redirection
L Memotc Deskiop sessonmos
_ Connections
| Device and Resource Redirection
| Licensing
|| Printer Redirection
. Profiles
" RD Connection Broker
. || Remote Session Environment
| Security
| Session Time Limits
| Temporary folders
| RSSFeeds 4 <
< > Extended A, Standard /
1 setting(s)
=) ]
File Action View Help
e 2El2BEIT
- | Microsoft User Experience Virtualization ~ g
| NetMeeting =
= OneDrive Allow RDP redirection of other Setting State Comment
= . supported RemoteFX USB devices 1 510, RDP red  ath d RemoteFX USE devices from thi Enabled N
| Online Assistance from this computer ow redirection of other supported Remotel evices from this co.. nables o
__| Portable Operating System
| Presentation Settings Edit policy 52 #5 Allow RDP redirection of other supported RemoteFX USB devices from this computer m| X

# ] Remote Desktop Services
| RDLicensing

Requirement

E Allow RDP redirection of other supported RemoteFX USE devices from this computer

= At least Wing
v [E Ffmute Desktop Cwnn?ctmn (_Ihen.t Pack 1 or Wi
| RemoteFX USBE Device Redirection Witk SErvice B e} [=
~ || Remote Desktop Session Host
| Connections Description: () Not Configured Comment:
Device and Resource Redirection This Eol'Q‘S‘
y Ficensin permit RDP r
ﬂ 9 i supported R
| Printer Redirection fram this cor () Disabled
| Profiles .
=y : Remoteb () Supported on: [ At jeact Windows 7 with Service Pack 1 or Windows Server 2008 R2 with Service
RD Connection Broker available for Pack
| Remote Session Environment computer,
[ Security
o If you enable 3 :
; Session Time Limits y:u cam-chal QOptions, Hel
~| Temporary folders to redirect of]
RSS Feeds G RemoteFX U | RemoteFX USB Redirection Access Rights This policy setting allows you to permit R[_)P redirection of other
i . P I supported RemoteFX USB devices from this computer.
£ b3 Extended instrators and Users ) Redirected RemoteFX USE devices will not be available for local

cabbimalel

usage on this computer,




4. Computer Configuration=» Windows Components=>»Remote Desktop Services=»Remote

Desktop Session Host=» Device Resource Redirection.

=] Local Group Policy Editor O X
File Action View Help
e 2@ = Bm T
| Microsoft User Experience Virtualization - —4[— j}imm
| MetMeeting I 5 : %
B Onelirive Select an item to view its description.  Setting State Comment
| Online Assistance Allow audic and videe playback redirection Enabled I No
| Portable Operating System Allow audio recording redirection Enabled Mo
. Presentation Settings Limit audic playback quality Mot configured Mo
\iz| Do not allow Clipboard redirection Mot configured MNo
|| RDLicensing Do not allow COM port redirection Mot configured Mo
w | Remote Desktop Connection Client Do not allow drive redirection Disabled l Mo
- __| RemoteFX USB Device Redirection Do not allow LPT port redirection Mot configured No
Do not allow suggortad Plug and Play device reLiract\un Disabled I Mo
Connections Do not allow smart card device redirection Mot configured Mo
FDW}C‘E AR e B o |i2] Allow time zone redirection Mot configured No
| Licensing
Printer Redirection
| Profiles
| RD Connection Broker
Remote Session Environment
| Security
| Session Time Limits
| Temporary folders
| RSSFeeds ) <
< p > |\ Etended [ Standard /
10 settingl(s)
5. Computer Configuration=» Windows Components=»Remote Desktop Services=»Remote
Desktop Session Host=»Remote Session Environment.
=] Local Group Policy Editor O X
File Action View Help
e am = Hm T
| Presentation Settings - P
+ | Remote Desktop Services I : : s
7 RD Licensing Select an item to view its description.  Setting State Comment
__| Remote Desktop Connection Client GRS
Limit maximum color depth Enabled I No
| Connections Enforce Removal of Remote Desktop Wallpaper Mot configured Mo
| Device and Resource Redirection se the hardware default graphics adapter for all Remote Desktop Services ses... na MNo
| Licensing (2] Limit maximum display resolution Not configured Mo
| Printer Redirection Limit number of monitors Mot configured Mo
Profiles Remove "Disconnect” option from Shut Down dialog Not configured Ne
- RD Connection Broker Remove Windows Security item from Start menu Mot configured Mo
|L>_ | Remote Session Environment | Use advanced RemoteFX graphics for RemoteApp Mot configured No
Securty Prioritize H.264/AVC 444 graphics mode for Remote Desktop Connections Mot configured Mo
- s Hime Limits 2] Configure H.264/AVC hardware encoding for Remote Desktop Connections Mot configured Mo
IR Temporaty folders \iz| Cenfigure compression for RemoteFX data Mot configured MNo
J. . i ity for RemoteFX Adaptive Graphics Mot configured Ne
,j ;:z[:‘ty St Enab!e RemoteFX anmdins.fnr RemoteFX clients desisnsd for Windows Servi Ena_h\.ad I Mo
= Shutdawn Options Configure RemoteFix Adapt!ve Graphics Not cnnf!gured Mo
= Smart Card Start a pregram on connection Mot configured Mo
Software Priteciion Platform |iz] Always show desktop on connection Mot configured Mo
" Sound Recorder ) <

<

Extended )( Standard /

16 settingl(s)




6. Computer Configuration=» Windows Components=»Remote Desktop Services=»Remote

Desktop Session Host=»Remote Session Environment=»RemoteFX for Windows Server2008R2.

Connections
Device and Resource Redirection
Licensing
Printer Redirection
| Profiles
RD Connection Broker
| Remote Session Environment
| RemoteFX for Windows Server 20
Security
| Session Time Limits
| Temporary folders
RSS Feeds
Search
Security Center
Shutdown Options
Smart Card
Software Protection Platform

o 00 I I I [T [

< >

=] Local Group Policy Editor O X
File Action View Help
e 2@ = Bm T
| Presentation Settings Wl = sion Environment
+ | Remote Desktop Services I
. 5 RemoteFX for Windows Server Setting State Comment
__ RDLicensing
= i 2008 R2
» [ | Remote Desktop Connection Client
~ [ ] Remote Desktop Session Host Description: imit maximum color dep Enabled No
| Connections Configures all policies that apply to Enforce Removal of Remote Desktop Wallpaper Mot configured Mo
|| Device and Resource Redirection RemoteFX for Windows Server 2008 |iz] Use the hardware default graphics adapter for all Remote Desktop Services ses... Enabled MNo
| Licensing R2 with Service Pack 1, Limnit maximurn display resolution Mot configured No
“| Printer Redirection Limit number of monitors Net configured No
Profiles -] Remove "Disconnect” option from Shut Down dialog Not configured Ne
"] RD Connection Broker Remove Windows Security item from Start menu Not configured No
| Remote Session Envirenment Use advanced RemoteFX graphics for RemoteApp Mot configured No
e L{"ty Prioritize H.264/AVC 444 graphics mode for Remote Desktop Connections Mot configured Mo
el Sessigh Time Limits 2] Configure H.264/AVC hardware encoding for Remote Desktop Connections Mot configured Mo
= RSS“F Tdempmaryfolders \iz| Cenfigure compression for RemoteFX data Mot configured MNo
J. N :e g iz| Configure image quality for RemoteFX Adaptive Graphics Mot configured Mo
f Searc-ty Cent /2| Enable RemoteFX encoding for RemoteFX clients designed for Windows Serve... Enabled Mo
| Security Center 5 _ g
= Shutdawn Options Configure RemoteFix Adapt!ve Graphics Not cnnf!gured Mo
= Cmart Card Start a pregram on connection Not configured No
= Software Protection Platform |iz] Always show desktop on connection Mot configured Mo
Sound Recorder v <
< > Extended {, Standard /
16 setting(s)
6-1. Enable all three policy.
=] Local Group Policy Editor O X
File Action View Help
|z Hm T
| Presentation Settings ~E ] 7
+ | Remote Desktop Services I : : s
x 3 Select an item to view its description, ing State Comment
__ RDLicensing
| Remote Desktop Connection Client iz] Configure RemoteFX Enabled No
~ [ ] Remote Desktop Session Host \iz] Optimize visual experience when using RemoteFX Enabled Mo
] 2] Optimize visual experience for Remote Desktop Service Sessions Enabled Mo

Extended )( Standard /

3 settingls)




7. Computer Configuration=» Windows Components=»Remote Desktop Services=»Remote

Desktop Session Host=»Security=»Enable policy “Require user specific layer for remote

(RDP)connections” choose option “SSL(TLS1.0)” the click “OK”.

El

File Action View Help
I AR ecs RN 7 Nl 4

| Presentation Settings

= < Require use of specific security Setting State Comment
__| RD Licensing i te (RDP) 5
bayer:forfemote e 1005 |12 Server authentication certificate template Mot configured Mo
Edit policy settin A Set client connection encryption level ) Mot configured Mo
Always prompt for password upon connection Mot configured No
Requirements: Require secure RPC communication Mot configured MNo
[ At least Windows Vista I& Require use of specific security layer for remote (RDP) connections Enabled I No
J Printer Redirection Description: hE e Conmgured No
- Profiles ) This policy setting specifies equire user authentication for remote connections by using Network Level A Mot configured No
| RD Connection Broker whether to require the use of a
m specific security layer to secure & Require use of specific security layer for remote (RDP) connections m] X

_ RemoteFx for Windows Server 20

ession Time Limits

| Temporary folders

communications between clients
and RD Session Host servers
during Remote Desktop Protocol
({RDP) connections.

E‘ Require use of specific security layer for remote (RDP) connections

Previous Setting

Mext Setting

= Comment:
| RSSFeeds If you enable this policy setting, all O Mot Lenfigured
] Search communications between clients
B Secur and RD Session Host servers ® Enabled
| Security Center
E during remote connections must () Disabled
"_J Shutdown Options use the security method specified = 5 s
| Smart Card in this setting. The following w upported on: | At jeast Windows Vista
|| Software Pmt_ection Platform security methods are available:
£ > Extended / Standard
' setting(s) Options: Help:
Security Layer ;SSL i ] This policy se?tmg specifies whether to require the use of 2 )
specific security layer to secure communications between clients
Choose the security layer from the drop-down list. and RD Session Host servers during Remote Desktop Protocol
- .

(RDOP) connections.

If you enable this pelicy setting, all communications between
clients and RD Session Host servers during remiste connections
must use the security method specified in thissetting. The

following security metheds are available:

8. Reboot the system, all the Remote Desktop configuration are finished and are able allow client

remote access after system boot up.




